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DATA PROTECTION 



 

Foundation 

Information Sharing 
The Hipperholme Grammar School recognises that parents have a right to know that 
information they share will be regarded as confidential as well as be informed about the 
circumstances, and reasons, when we are obliged to share information. 
 
We are obliged to share confidential information without authorisation from the person 
who provided it or to whom it relates if it is in the public interest. That is when: 

● it is to prevent a crime from being committed or intervene where one may have 
been, or to prevent harm to a child or adult; or 

● not sharing it could be worse than the outcome of having shared it. 

 
The decision would be made by the Headmaster. The three critical criteria are: 
Where there is evidence that the child is suffering, or is at risk of suffering, significant 
harm. 

● Where there is reasonable cause to believe that a child may be suffering, or at risk 
of suffering, significant harm. 

● To prevent significant harm arising to children and young people or serious harm to 
adults, including the prevention, detection and prosecution of serious crime. 

 

Procedures 

Our procedure is based on the 7 golden rules for information sharing as set out in 
Information 
 
Sharing: Guidance for Practitioners and Managers (DCSF 2008). 
1. The Data Protection Act provides a framework to ensure that personal information 
about living 
persons is shared appropriately. 

● _ Our policy and procedures on information sharing provide guidance to 
appropriate sharing of information with external agencies. 

 
2. We explain to families how, when and why information will be shared about them and 
with 
whom. We seek consent to share information, unless it puts the child at risk or undermines 
a 
criminal investigation. 
In our setting we ensure parents: 

● receive information about our information sharing policy when starting their child 
in the setting and they sign a form to say that they understand circumstances when 
information may be shared without their consent. This will only be when it is a 
matter of safeguarding a child or vulnerable adult. 

● have information about our Safeguarding Children and Child Protection policy; and 
● have information about the circumstances when information will be shared with 

external agencies, for example, with regard to any special needs of the child or 
transition to school. 

 
3. We seek advice when there are doubts about possible significant harm to a child or 
others. 

● Managers contact children’s social care for advice where they have doubts or are 
unsure. 



 

 
4. We share with consent where appropriate. We respect the wishes of children and 
parents not to consent to share confidential information. However, in the interests of the 
child, we know when it is reasonable to override their wish. 

● Guidelines for consent are part of this procedure. 

 
5. Managers are conversant with this and are able to advise staff accordingly. We consider 
the safety and welfare of the child when making a decision about sharing information – if 
there are concerns regarding ‘significant harm’ the child’s well being and safety is 
paramount. In our setting we: 

● record concerns and discuss these with the setting’s designated person and/or 
designated officer for child protection matters. We record decisions made and the 
reasons why information will be shared and to whom; and 

● we follow the procedures for reporting concerns and record keeping. 
● Information shared should be accurate and up-to-date, necessary for the purpose it 

is being shared for, shared only with those who need to know and shared securely. 
● Our Child Protection procedure and Record Keeping procedure set out how and 

where information should be recorded and what information should be shared with 
another agency when making a referral. 

 
6. Reasons for decisions to share information, or not, are recorded. 

● Provision for this is set out in our Record Keeping procedures 

 
Consent 

● Parents have a right to be informed that their consent to share information will be 
sought in most cases, as well as the kinds of circumstances when their consent may 
not be sought, or their refusal to give consent may be overridden. We do this as 
follows: 

● Our policies and procedures set out our responsibility regarding gaining consent to 
share information and when it may not be sought or overridden. 

● We may cover this verbally when the child starts or include this in our prospectus. 
● Parents sign a form at registration to say they understand this. 
● Parents are asked to give written consent to share information about any additional 

needs their child may have, or to pass on child development summaries, to the 
next provider/school. 

● Copies given to parents of the forms they sign. 

 
We consider the following questions when we need to share: 

● Is there legitimate purpose to sharing the information? 
● Does the information enable the person to be identified? 
● Is the information confidential? 
● If the information is confidential, do you have consent to share? 
● Is there a statutory duty or court order to share information? 
● If consent is refused, or there are good reasons not to seek consent, is there 

sufficient public interest to share information? 
● If the decision is to share, are you sharing the right information in the right way? 
● Have you properly recorded your decision? 

CHILDRENS RECORDS (EYFS only) 
 

Policy Statement 



 

There are record keeping systems in place that meet legal requirements; means of storing and 
sharing that information take place within the framework of the Data Protection Act and the 
Human Rights Act. 
 
Procedures 
We keep two kinds of records on children: 
 
Developmental records 

• These include observations of children in the setting, photographs and samples of their 
work and summary developmental reports. These can be freely accessed, and 
contributed to, by staff, the child and the child’s parents.  

 
Personal records 
 

• These include registration and admission forms, signed consent forms, and 
correspondence concerning the child or family, reports or minutes from meetings 
concerning the child from other agencies, an on going record of relevant contact with 
parents, and observations by staff on any confidential matters, such as developmental 
concerns or child protection. 

• These confidential records are either stored in a lockable file or cabinet and are kept 
secure by the person in charge in the office or through our electronic information 
management system. 

• Parents have access, in accordance with our Client Access to Records policy, to the 
files and records of their own children but not to information about any other child. 

• Staff will not discuss personal information given by parents with other members of 
staff, except where it affects planning for the child's needs. Staff induction includes an 
awareness of the importance of confidentiality in the role of the key person. 

• We retain children’s records for seven years after they have left the school in a secure 
place. 

 
Other records 
 
• Issues to do with the employment of staff, whether paid or unpaid, remain confidential 

to the people directly involved with making personnel decisions. 

• Students on placement are advised of our confidentiality policy and must respect it. 

 
  



 

 

ICT POLICY 

Rules For Responsible Internet Use 

 
The school IT system provides internet access to students, subject to parental/carer 
consent.  The Rules for Responsible Internet Use will help protect students by clearly 
stating what is acceptable and what is not. 
● Access must only be made via the user’s authorised account and password, which 

must not be given to any other person.   
● School computer and internet use must be appropriate to the student's education or 

to staff directed activity.   
● Copyright and intellectual property rights must be respected. 
● Users are responsible for e-mail they send and for contacts made. 
● E-mail should be written carefully and politely.  As messages may be forwarded, e-

mail is best regarded as public property.  All e-mails remain the property of the 
school but the sender is regarded as the person responsible for the e-mail.   

● Anonymous messages and chain letters must not be sent. 
● The use of public chat rooms is not allowed. 
● The school IT systems may not be used for private purposes, unless the Headteacher 

has given permission for that use. 
● Use for personal financial gain, gambling, political purposes or advertising is 

forbidden. 
● The security of IT systems must not be compromised, whether owned by the school or 

by other organisations or individuals.  
● Irresponsible use may result in the loss of Internet access, or may result in action 

under the school disciplinary procedure. 

 
The school may exercise its right by electronic means to monitor the use of the school’s 
computer systems, including the monitoring of web-sites, the interception of e-mails and 
the deletion of inappropriate materials in circumstances where it believes unauthorised 
use of the school’s computer system is or may be taking place, or the system is or may 
be being used for criminal purposes or for storing text or imagery which is unauthorised 
or unlawful. 

 
  



 

 

ACCEPTABLE USE OF MOBILE DEVICES 
POLICY 

 

Definitions 

 
Mobile Device/s in this policy includes any mobile telecommunications device or 
IPod, IPod Touch, MP3 or MP4 player, IPad or other computer tablet. 
 
Cyberbullying is the use of information and communication technology (ICT), 
particularly Mobile Devices and the internet deliberately to upset someone else. 
 
E-safety means limiting the risks that children and young people are exposed 
to when using technology, so that all technologies are used safely and securely. 

Scope 

 
This Policy has been authorised by the Governors of Hipperholme Grammar 
School Foundation (the School) and is addressed to all pupils in The Grammar 
School. It is available to parents on request and parents are encouraged to read it. 
The policy takes into account Becta guidance: AUPs in Context: Establishing Safe 
and Responsible Online Behaviours (AUPs: Acceptable Use Policies) and Cyber-
bullying: safe to learn: embedding anti-bullying work in schools (DCSF00658-2007), 
guidance issued by the Department for Education. 
 
The policy relates to the use of Mobile Devices accessing technology, including: 

● e-mail 
● the internet 
● social networking or interactive web sites for example Facebook, 

Bebo,MySpace 
● instant messaging, chat rooms, blogs, micro-blogging sites such as Twitter, 

Plurk or Tumblr and on-line message boards 
● on-line gaming sites 
● facilities for recording and/or storing still or moving images 
● other photographic or electronic equipment 
● video hosting sites such as YouTube 

This Policy applies to the use of any of the above on school premises and also any 
use by pupils when in the care of the School, whether on or off school premises, 
which affects the welfare of other pupils, or where the culture or reputation of 
the School are put at risk. 
This Policy is implemented in conjunction with the following School Policies: 

● Anti-Bullying Policy; 
● Acceptable Use of ICT Policy; 
● Behaviour Policy; 
● Bring Your Own Device Policy 



 

 
Aims 
The aims of this policy are: 
To ensure that pupils use Mobile Device technology safely and securely. 
To safeguard and promote the welfare of pupils by preventing cyberbullying and 
other forms of misuse of Mobile Devices 
To minimise the risk of harm to the good name and reputation of the School 
To help pupils take responsibility for their own e-safety 
 

Rules for the Acceptable Use of Mobile Devices 

Pupils must comply with the following rules: 
During the school day, Mobile Devices must be kept either in the pupil’s locker or 
in a secure bag. The device must not be visible during the school day, this includes 
all break times and lunchtimes. 
Pupils shall not use Mobile Devices in school for any purpose including texting, 
phoning, checking the time, using Bluetooth, using as a calculator or surfing the 
internet, unless specific permission is given by a member of staff. 
Permission is only given for the use of a Mobile Device to make essential calls after 
the end of the school day at 3:45pm 
Permission will not be given to pupils to access social networking or interactive 
web sites, instant messaging, chat rooms, blogs or micro-blogging sites and on-line 
message boards. Any pupil found to have accessed such facilities shall be subject 
to disciplinary action. 
When in the care of the School, pupils are not permitted to operate applications 
on a Mobile Device with the capability for recording and/or storing or viewing still 
or moving images, unless specific permission is given by a member of staff.  
Any Mobile Device in School should be free of unsuitable stored material. Members 
of Staff are entitled to ask a pupil to show what is on their Mobile Device. 
Using photographic material held on Mobile Devices to bully, harass or intimidate 
others will not be tolerated and will constitute a serious breach of discipline. This 
includes the posting of photographic material from Mobile Devices on websites 
such as Youtube or Facebook which in the reasonable opinion of the Headmaster is 
considered to be offensive or likely to cause offence to others. 
Whilst travelling to away matches Mobile Devices must not be used on the coach. If 
it is necessary to contact parents for any reason pupils will follow the advice of the 
lead teacher. 
Whilst on School trips these rules will be adhered to unless the lead teacher 
advises otherwise. 
Emergencies: In emergencies, pupils may request to use the School’s telephone 
system. Parents wishing to contact their children in an emergency should always 
telephone the School Office and a message will be relayed promptly.  
Confiscation: Unacceptable use of Mobile Devices will lead to confiscation for a 
specified period of time. Pupils may also be prevented from bringing a Mobile 
Device into the School temporarily or permanently and at the sole discretion of the 
Headmaster. 



 

Other Sanctions: The School Governors have authorised the Headmaster to apply 
any sanction which is appropriate and proportionate to a breach of these rules 
including, in the most serious cases, expulsion. 

The Liability of the School 

The School accepts no responsibility to pupils or their parents caused by or arising 
out of a pupil's use of Mobile Devices, whilst at the School. 
 
  



 

 

USE YOUR OWN DEVICE POLICY 

 
This Policy has been approved by the Board of Governors and applies to all 
students in post-16 education (hereafter called the Sixth Form) and pupils who the 
School (through the SENCO) decide will benefit from using a device to enhance 
their learning. 
 
The School recognises that as technology has changed more students have access 
to Internet capable devices. This should be seen as a resource and provide an 
opportunity to enable quick and easy access to the Internet to enhance learning. 
Devices in the form of mobile phones, music players and tablet computers should 
no longer be looked on as distractions or contraband but should be used in 
classrooms to aid learning when short bursts of activity are required and a mobile 
device is more appropriate than a laptop or desktop computer. This may include 
but not exclusively: 

● Accessing websites for information 
● Viewing educational videos online 
● Taking photographs of notes / diagrams where appropriate i.e. where the 

educational value in copying by hand is limited only to storing a copy for 
future use 

● Recording sound / video for use in coursework etc. 
● Taking notes - however teaching staff should be aware that external 

examinations have to be sat in the student’s “normal way of working” and 
should only use this sparingly 

  
General Information  
  
Access to the HGSF wireless network, whether with school-provided or personal 
devices, is filtered to ensure inappropriate images and texts cannot be accessed. 
Any device which is able to access the internet directly will not go through this 
filter and parents should be aware of this when providing students with Internet 
capable devices. 
Access from personal devices is limited to internet use only. Students will not have 
access to any documents which reside on the school network from their personal 
devices.  
  
Access to the HGSF wireless network is a privilege, not a right. Any use of the 
wireless network entails personal responsibility and compliance with all school 
rules. The use of the network also allows IT staff to conduct investigations 
regarding inappropriate Internet use at any time, by teacher request.  
 
All students intending to use the HGSF wireless network on their own device will 
be required to sign the ‘UYOD usage document’ 
  
 
 



 

 
Obtaining access to the network 
  
Students should request the wireless password from the Network Manager or ICT 
teaching staff. To obtain access to the network staff or pupils will need to provide 
the IT Network Manager with the MAC address of their device enabling them to be 
given the access key. This can be done in an individual email or by the form tutor 
making a list of pupils and emailing it to the Network Manager at the start of the 
academic year. If pupils or staff are not sure how to find the MAC address then the 
IT Manager can help.  
   
A shared document will be available that pupils and teachers can use to record 
MAC  
addresses. The wireless password will be changed periodically.  
  
Guidelines for Use  
 

● Use of personal devices during the school day is at the discretion of teaching 
staff.  

● Students must use devices as directed by their teacher.  
● The primary purpose of the use of personal devices at school is educational. 

Using the device for personal reasons e.g. contacting parents, using social 
media should only take place after permission has been given from a 
teacher or other member of staff.   

● The use of a personal device is not to be a distraction in any way to 
teachers, students or pupils.  

● Personal devices must not disrupt class in any way. All sound should be 
muted at the start of the School day and only activated should it be 
necessary during a lesson. 

● The use of personal devices falls under the HGSF policy for using the 
internet. 

● Students shall not use personal devices outside of their classroom unless 
otherwise directed by their teacher e.g. on school visits or activities.  

● Students shall make no attempts to circumvent the school’s network 
security and/or filtering policies. This includes setting up proxies and 
downloading programs to bypass security.  

● Students shall not distribute pictures or video of pupils, students or staff 
without their permission  (distribution can be as small as emailing/texting to 
one other person or as large as posting image or video online).  

  
Consequences for Misuse/Disruption  
(one or more may apply):  

● Access to the wireless network will be removed.  
● Device taken away for the period.  
● Device taken away and kept in the front office until parent picks it up.  
● Student is not allowed to use personal devices at school.  

  
Serious misuse of Internet capable devices is regarded as a serious offence within 



 

the School’s Behaviour Policy and will be dealt with in accordance with this policy.  
  
School Liability Statement  
  
Students bring their devices to use at school at their own risk. Students are 
expected to act responsibly with regards to their own device, keeping it up to date 
and as secure as possible. It is their duty to be responsible for the upkeep and 
protection of their devices.  
  
HGSF is in no way responsible for:  

● Personal devices that are broken while at school or during school-sponsored 
activities  

● Personal devices that are lost or stolen at school or during school-sponsored 
activities  

● Maintenance or upkeep of any device (keeping it charged, installing updates 
or upgrades, fixing any software or hardware issues) 

● The purchase costs of applications / software that students use on their 
devices 

 


